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Avalanche Bridge



The Avalanche Bridge received a total of over USD 279,634,416.5 from 
malicious sources

Avalanche 
Bridge

Bitcoin (BTC)
BTC: 8,973.9
In USD: 206,567,700.5

Daicoin (DAI)
DAI: 34,567,590
In USD: 34,557,025

Chainlink (LINK)
LINK: 8,030.5 
In USD: 193,000

USD coin (USDC)
USDC: 2,873,569
In USD: 2,871,996

Tether (USDT)
USDT: 9,242,100.5
In USD: 9,227,295

Wrapped Bitcoin (WBTC)
WBTC: 487.02

In USD: 26,207,995

Wrapped Ether (WETH)
WETH: 31.05

In USD: 94,050

* All displayed amounts are verified, additional suspicious transfers are being investigated.
**Wallet labels can be verified via leading crypto analysis platforms and open source intelligence including FBI press releases. 

http://www.cryptoleaks.info
https://www.fbi.gov/news/press-releases/fbi-confirms-lazarus-group-cyber-actors-responsible-for-harmonys-horizon-bridge-currency-theft


Avalanche 
Bridge

BTC 3,322 
USD 73,545,500

USDC 194,500
USD 194,300

Mixer
Avalanche Bridge receives Bitcoin and USD Coin worth USD 73,739,800 from sanctioned Mixers
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*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


SamouraiWa
llet.com - 0.5 

BTC Pool

bc1qveafejce3d4k8la469rjjrp
pk4cde8660tj6p0

WasabiWallet
.io

bc1q4p6285nz28j50rkmxyqfy
z9x47ugawur8g9ujx

bc1qq9vgerr4y8xdvngql40ggj
ez7faf9uv02gdjm3

bc1qdu9823vkze8k9jycc7w0zsvj
mm30ry0cgwwmkm

bc1q6t4h0g3qycleye50jja3nsx
en5pe6jdhe9mv69

bc1qcuw9az9ffmuqyqd7d8gl2
wv6jm5x7a4xut333l

bc1qj3pn9wan4upul47gzv4dq
9z80qsvva9mxcm4dl

bc1quysh8tjgwm8jr368c654n
h0an42sag29rdyszd

bc1qk09u4lpqntun8t94qp9rw
s7z36kqp6cwxe94e0

bc1qnn0wst9pznp434xhhvgle
s3xluuvk8c6qfuywh

bc1qsxqstfl43yuyhrtyvw72yxj
nvg8fzzs3hu22lc

bc1qdlmk0mgcch2m9wrrlgnd
zjpq8dzt60da3ww49v

3Bw34BARa8DPCuZi5dHgV1b
fx4uMk5dack

15qmCGNKWV6hT5m9a16m
d5vUapAqQCYSfU

bc1qrgn8wh4eqrfvg4azsqf3e
wvpc5tawz09lfu7hx

bc1qh35xs2zt4k7mzftasskcu6
344v4cr29g5mmzms

bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

Avalanche 
Bridge

ChipMixer.
com

bc1qwu20mhs22apjnal3u0y9
6hygw2n88t7fd2083e

bc1q365n0y3q7y0hw279n2l2
7nsh5df6uq5xyd9232

bc1q0wja4t45l8fku0kumlxmk
hd6x2jsmk54fszzcv

bc1qxt4als0zgy82a3dtj0er4zl4
38u3dlmalvu8tq

8204a66eefa16523938c8171c
f51cc3e8d4f984dec122e858c

5accb06e22e38b

bca23acd81f1c42648d84cb0e
043fdc5288e12df7c8d9b1525

8b98c09bc2e7ca

36991a5ab4de39ec4a89a998
1d460b629a16692fb2668e99

3846f3f3735615cd

f418276a75cea7ee303ff0947
4ad5e08ef0af3a3d78b0b441d

3e5b4d63fa8ee6

f0e595705c935fe9ec3d61e2a
b0b6d7e060aa066633bd7d5c

aa1e978812af729

108a3eb628e69d0999990ba6
e6c0ce33cdef7946b450fa177

9e1558b39b21223

da164f5ad7b1bd96b880051e
310fec560d64000f5248238c7

077f610b5331540

d9c3fe3116df4dc8b71574adc
2a35f9d592907d196071bb99

5e520fb9afa31cd

4296dc461b59170dd33e55f0f
89fa47b05ea40b97e6359b69

9f5f2c76a3f0b27

8fdb3392c61f38bf9d7b06538
3f17e455f359bcf42a94e1d65

a1adaec2d201d4

0fd386e4ca8114663287c33c3
92717f1e58f48a056ae1b9d4d

ac739a256cfca6

a44b7e856eff78592dbf4aa49
a39062952109e3db750f654fe

2c4bffa6eaf0fe

cad76058af01d9ba5c0aa5e24
f50d68b140e1a1b7997a5a28

671c52f609da538

efceaee623a914ac69989c0ef
94dae1db563127ac1e6ebdd7

fc8fba9615b676a

0fd386e4ca8114663287c33c3
92717f1e58f48a056ae1b9d4d

ac739a256cfca6

f1f3c808d82ffe764f66b126d3
9364e8b26849dabed61fb486

655bb380d112c7

4d66afd73613b7c3ce3174ad
b665f59eae0793fa4cc5a9176

ef7aecfeee1b42a

c440db6469a6dec92d1912c53
da12b4ac956e958d7c54581bd

431e8c1d554ace

20f0fe3aedc9e0acddb8badba
afb08925c29f3dcea6827799e

1cdbfa305d760e

250386e34d9ba194b5c51319
940c8b1f78928949d459eaea

be01155a4bc9402a

Sinbad.io

bc1qeneg4ty2f7zdppywzwvce
w6sd6s0v93rqrwmjz

bc1qljhujk723r78qjmccqwds8
ew3dqrvy0hrf94ej

d4eb8acca0341034edd6a2dd
96ff0f942ef592dde5998f6f86f

f32e3c3ec25a0

33YmEn64QAhy5C8UJ6YApfL
n6PC6eBVBNt

ca6f447505bd644033aaee19
b85414486e9563628e1eafa7

b78381ea26f9f501

129D6FVgcXHwZdTjj8pqNpcE
GwVvWwLoAU

3faaeb79ef15b527b589c873b
53227fb73bcc9bfdad996fc1e

33d3c73d117727

bc1qsp5y67ccva7fduwl64zgc
4aghacwyfq2t37m8w

963b615d78c3368a0475176d
3944db8a30df80b854d4196f0

5f8c8797f8306c9

34svG6pgZd3erNq8qewH9dm
AwpUxWvyU1j

33LQC1Dj9UJvurg2g2T7rrRG
GXjDhMrtAX

22dbfee44f7fdf3a74e8c241b
de40894a6774923ec6582dfff

6c479f2801b7ea

e1e9b4212e2562bc52ec8b0604
8932c71e61b7c83d322bd14103

3049e91cb287

1320bd7dd2c6e23e9156aa82
17e222c3e388e86bf45670d5c

08c26dfeb526cda

701eb1aa36f56d885a22aed5
ac254d7876634f8ff3aeb41cfa

118f978609ee1d

bc1qq8rc6gftr8jfqww5jcjrle8r
swtwuapltnv5cm

bc1qadusfzlt7fgtegmn9gps9gj
eht0qtks3ry8qvk

bc1qay7ldxuvhcclahcrf98h8sp
m7yt8fd87sav670

bc1qzdv7mp0v87p90jd3sklp0
md8dzyl8vqgzpur4d

bc1qwsxfm2k0yswrpx444dmts
xk0ma9cf4xmmdpe6p

bc1q9wjy73wzruksdagh4cnk4
805mc3ulksg2fmx8r

bc1qjr09ur8sqr99ckxd486dm
v2ck9j7ex7v7w0pk6

39kd1LFkB139kPfqdL1joPUQ
X7wJh9KETC

1An5LRVbefH2ZxzgyA12TUE
mQnNYcvfC5L

bc1qsqe5wymewqh6shfnwlr2qt0
pmdeswwkp3l3quh

09779959766355a927160797
7efb0b72b98e127f6c328a41e

d55fca894c7eccb

b628a84f2c5dbf5bb5cbefffd3
0d81eb24663d5f99988d7877

c35ef58d67ed5d

01528397136e8728c46f7b07
722ca68f8dc1176c8d10c2013

a13d3b009bd4670

b1fba2df72b96487b0058a368
660ba22314aef4f3e5062b288

331229468a273b

ea50d6dbe7e06b1b1d386b86
a482a36cf5969da0632f7d6e2

b6323386b8144e1

aa545e11c16f4640f7cba1757
bef315fc573cdbadcd0fdb205

3c58ec55947b3e

643c3601a0ff8ae1db34d3952
7146ac5f6f1c9c04a9a941390

ca9b54363a0ba2

d927cd8d0771413ec7067095
3583c96b3b0254f9617b6f166

2ae8dd17985b6cb

cffffb43baccdad511c4f23d3b
8c56b7719e423dffb0798cf3c

58e9576add1ad

50062f170f15ef8dc96bf735c1
0da5ad6d928bfbb3edacc5e8c

284906d0282aa

2a8d4c9bc6fb72d24b646d7e
082425307983e8f846b1baa4

dcff9f9a9e2d0191

Example: Mixer
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https://www.blockchain.com/explorer/transactions/btc/8204a66eefa16523938c8171cf51cc3e8d4f984dec122e858c5accb06e22e38b
https://www.blockchain.com/explorer/transactions/btc/bca23acd81f1c42648d84cb0e043fdc5288e12df7c8d9b15258b98c09bc2e7ca
https://www.blockchain.com/explorer/transactions/btc/36991a5ab4de39ec4a89a9981d460b629a16692fb2668e993846f3f3735615cd
https://www.blockchain.com/explorer/transactions/btc/f418276a75cea7ee303ff09474ad5e08ef0af3a3d78b0b441d3e5b4d63fa8ee6
https://www.blockchain.com/explorer/transactions/btc/f0e595705c935fe9ec3d61e2ab0b6d7e060aa066633bd7d5caa1e978812af729
https://www.blockchain.com/explorer/transactions/btc/108a3eb628e69d0999990ba6e6c0ce33cdef7946b450fa1779e1558b39b21223
https://www.blockchain.com/explorer/transactions/btc/da164f5ad7b1bd96b880051e310fec560d64000f5248238c7077f610b5331540
https://www.blockchain.com/explorer/transactions/btc/d9c3fe3116df4dc8b71574adc2a35f9d592907d196071bb995e520fb9afa31cd
https://www.blockchain.com/explorer/transactions/btc/4296dc461b59170dd33e55f0f89fa47b05ea40b97e6359b699f5f2c76a3f0b27
https://www.blockchain.com/explorer/transactions/btc/8fdb3392c61f38bf9d7b065383f17e455f359bcf42a94e1d65a1adaec2d201d4
https://www.blockchain.com/explorer/transactions/btc/0fd386e4ca8114663287c33c392717f1e58f48a056ae1b9d4dac739a256cfca6
https://www.blockchain.com/explorer/transactions/btc/a44b7e856eff78592dbf4aa49a39062952109e3db750f654fe2c4bffa6eaf0fe
https://www.blockchain.com/explorer/transactions/btc/cad76058af01d9ba5c0aa5e24f50d68b140e1a1b7997a5a28671c52f609da538
https://www.blockchain.com/explorer/transactions/btc/efceaee623a914ac69989c0ef94dae1db563127ac1e6ebdd7fc8fba9615b676a
https://www.blockchain.com/explorer/transactions/btc/0fd386e4ca8114663287c33c392717f1e58f48a056ae1b9d4dac739a256cfca6
https://www.blockchain.com/explorer/transactions/btc/f1f3c808d82ffe764f66b126d39364e8b26849dabed61fb486655bb380d112c7
https://www.blockchain.com/explorer/transactions/btc/4d66afd73613b7c3ce3174adb665f59eae0793fa4cc5a9176ef7aecfeee1b42a
https://www.blockchain.com/explorer/transactions/btc/c440db6469a6dec92d1912c53da12b4ac956e958d7c54581bd431e8c1d554ace
https://www.blockchain.com/explorer/transactions/btc/20f0fe3aedc9e0acddb8badbaafb08925c29f3dcea6827799e1cdbfa305d760e
https://www.blockchain.com/explorer/transactions/btc/250386e34d9ba194b5c51319940c8b1f78928949d459eaeabe01155a4bc9402a
https://www.blockchain.com/explorer/transactions/btc/d4eb8acca0341034edd6a2dd96ff0f942ef592dde5998f6f86ff32e3c3ec25a0
https://www.blockchain.com/explorer/transactions/btc/ca6f447505bd644033aaee19b85414486e9563628e1eafa7b78381ea26f9f501
https://www.blockchain.com/explorer/transactions/btc/3faaeb79ef15b527b589c873b53227fb73bcc9bfdad996fc1e33d3c73d117727
https://www.blockchain.com/explorer/transactions/btc/963b615d78c3368a0475176d3944db8a30df80b854d4196f05f8c8797f8306c9
https://www.blockchain.com/explorer/transactions/btc/22dbfee44f7fdf3a74e8c241bde40894a6774923ec6582dfff6c479f2801b7ea
https://www.blockchain.com/explorer/transactions/btc/e1e9b4212e2562bc52ec8b06048932c71e61b7c83d322bd141033049e91cb287
https://www.blockchain.com/explorer/transactions/btc/1320bd7dd2c6e23e9156aa8217e222c3e388e86bf45670d5c08c26dfeb526cda
https://www.blockchain.com/explorer/transactions/btc/701eb1aa36f56d885a22aed5ac254d7876634f8ff3aeb41cfa118f978609ee1d
https://www.blockchain.com/explorer/transactions/btc/09779959766355a9271607977efb0b72b98e127f6c328a41ed55fca894c7eccb
https://www.blockchain.com/explorer/transactions/btc/b628a84f2c5dbf5bb5cbefffd30d81eb24663d5f99988d7877c35ef58d67ed5d
https://www.blockchain.com/explorer/transactions/btc/01528397136e8728c46f7b07722ca68f8dc1176c8d10c2013a13d3b009bd4670
https://www.blockchain.com/explorer/transactions/btc/b1fba2df72b96487b0058a368660ba22314aef4f3e5062b288331229468a273b
https://www.blockchain.com/explorer/transactions/btc/ea50d6dbe7e06b1b1d386b86a482a36cf5969da0632f7d6e2b6323386b8144e1
https://www.blockchain.com/explorer/transactions/btc/aa545e11c16f4640f7cba1757bef315fc573cdbadcd0fdb2053c58ec55947b3e
https://www.blockchain.com/explorer/transactions/btc/643c3601a0ff8ae1db34d39527146ac5f6f1c9c04a9a941390ca9b54363a0ba2
https://www.blockchain.com/explorer/transactions/btc/d927cd8d0771413ec70670953583c96b3b0254f9617b6f1662ae8dd17985b6cb
https://www.blockchain.com/explorer/transactions/btc/cffffb43baccdad511c4f23d3b8c56b7719e423dffb0798cf3c58e9576add1ad
https://www.blockchain.com/explorer/transactions/btc/50062f170f15ef8dc96bf735c10da5ad6d928bfbb3edacc5e8c284906d0282aa
https://www.blockchain.com/explorer/transactions/btc/2a8d4c9bc6fb72d24b646d7e082425307983e8f846b1baa4dcff9f9a9e2d0191
http://www.cryptoleaks.info


Avalanche 
Bridge

BTC 1,687
USD 36,820,000

Avalanche Bridge accepted funds from Sinbad, a mixer associated with North Korean hackers

Mixer – Sinbad.io
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*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

Sinbad.io

bc1qeneg4ty2f7zdppywzwvce
w6sd6s0v93rqrwmjz

bc1qljhujk723r78qjmccqwds8
ew3dqrvy0hrf94ej

d4eb8acca0341034edd6a2dd
96ff0f942ef592dde5998f6f86f

f32e3c3ec25a0

33YmEn64QAhy5C8UJ6YApfL
n6PC6eBVBNt

ca6f447505bd644033aaee19
b85414486e9563628e1eafa7

b78381ea26f9f501

129D6FVgcXHwZdTjj8pqNpcE
GwVvWwLoAU

3faaeb79ef15b527b589c873b
53227fb73bcc9bfdad996fc1e

33d3c73d117727

bc1qsp5y67ccva7fduwl64zgc
4aghacwyfq2t37m8w

963b615d78c3368a0475176d
3944db8a30df80b854d4196f0

5f8c8797f8306c9

34svG6pgZd3erNq8qewH9dm
AwpUxWvyU1j

33LQC1Dj9UJvurg2g2T7rrRG
GXjDhMrtAX

22dbfee44f7fdf3a74e8c241b
de40894a6774923ec6582dfff

6c479f2801b7ea

e1e9b4212e2562bc52ec8b06
048932c71e61b7c83d322bd1

41033049e91cb287

1320bd7dd2c6e23e9156aa82
17e222c3e388e86bf45670d5c

08c26dfeb526cda

701eb1aa36f56d885a22aed5
ac254d7876634f8ff3aeb41cfa

118f978609ee1d

1LZHzuiPh52CzUzMrKp7WEZ
Qu1AZrLq1Sn

22dbfee44f7fdf3a74e8c241b
de40894a6774923ec6582dfff

6c479f2801b7ea

bc1qhlv8pe4jgdrd9akka4z9s5
f6hxadktgljm5kvz

fc5000fbc3fd2862fea9f604ff4
d3c6e86b5fc0416fdeda284de

6d42f2086a87

f67a6842828758f3c6e96f6fb3
1fb8de239066e3a9aa1a5da8

421bb6ec83e727

e1e9b4212e2562bc52ec8b060489
32c71e61b7c83d322bd141033049

e91cb287

Example: Mixer – Sinbad.io

Avalanche 
Bridge
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https://www.blockchain.com/explorer/transactions/btc/d4eb8acca0341034edd6a2dd96ff0f942ef592dde5998f6f86ff32e3c3ec25a0
https://www.blockchain.com/explorer/search?search=ca6f447505bd644033aaee19b85414486e9563628e1eafa7b78381ea26f9f501
https://www.blockchain.com/explorer/transactions/btc/3faaeb79ef15b527b589c873b53227fb73bcc9bfdad996fc1e33d3c73d117727
https://www.blockchain.com/explorer/transactions/btc/963b615d78c3368a0475176d3944db8a30df80b854d4196f05f8c8797f8306c9
https://www.blockchain.com/explorer/transactions/btc/22dbfee44f7fdf3a74e8c241bde40894a6774923ec6582dfff6c479f2801b7ea
https://www.blockchain.com/explorer/transactions/btc/e1e9b4212e2562bc52ec8b06048932c71e61b7c83d322bd141033049e91cb287
https://www.blockchain.com/explorer/transactions/btc/1320bd7dd2c6e23e9156aa8217e222c3e388e86bf45670d5c08c26dfeb526cda
https://www.blockchain.com/explorer/transactions/btc/701eb1aa36f56d885a22aed5ac254d7876634f8ff3aeb41cfa118f978609ee1d
https://www.blockchain.com/explorer/transactions/btc/22dbfee44f7fdf3a74e8c241bde40894a6774923ec6582dfff6c479f2801b7ea
https://www.blockchain.com/explorer/transactions/btc/fc5000fbc3fd2862fea9f604ff4d3c6e86b5fc0416fdeda284de6d42f2086a87
https://www.blockchain.com/explorer/transactions/btc/f67a6842828758f3c6e96f6fb31fb8de239066e3a9aa1a5da8421bb6ec83e727
https://www.blockchain.com/explorer/transactions/btc/e1e9b4212e2562bc52ec8b06048932c71e61b7c83d322bd141033049e91cb287
http://www.cryptoleaks.info


Sinbad.io, a mixer used by North Korea government hackers' funnels funds extensively through the Avalanche bridge

• North Korea stole more Crypto in 2022 than any other year: UN report
• Link: https://cointelegraph.com/news/north-korea-stole-more-crypto-in-2022-than-any-other-year-un-report

• Meet the Creator of North Korean Hackers’ New Favorite Crypto Privacy Service
• Link: https://www.wired.com/story/sinbad-crypto-mixer-north-korean-hackers/

Mixer – Sinbad.io
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https://cointelegraph.com/news/north-korea-stole-more-crypto-in-2022-than-any-other-year-un-report
https://www.wired.com/story/sinbad-crypto-mixer-north-korean-hackers/
http://www.cryptoleaks.info


Avalanche 
Bridge

BTC 1,465
USD 33,388,300

Avalanche Bridge accepts funds from mixer ChipMixer infamous for hiding funds of a North Korean hacker group 
and Russian spies

Mixer – ChipMixer.com
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*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

ChipMixer.
com

bc1qwu20mhs22apjnal3u0y9
6hygw2n88t7fd2083e

bc1q365n0y3q7y0hw279n2l2
7nsh5df6uq5xyd9232

bc1q0wja4t45l8fku0kumlxmk
hd6x2jsmk54fszzcv

bc1qxt4als0zgy82a3dtj0er4zl4
38u3dlmalvu8tq

4d66afd73613b7c3ce3174ad
b665f59eae0793fa4cc5a9176

ef7aecfeee1b42a

c440db6469a6dec92d1912c53da1
2b4ac956e958d7c54581bd431e8c

1d554ace

20f0fe3aedc9e0acddb8badba
afb08925c29f3dcea6827799e

1cdbfa305d760e

250386e34d9ba194b5c51319
940c8b1f78928949d459eaea

be01155a4bc9402a

bc1qfxf9mmdfuzuh9patzkw9
n8mk3j52na42hc8nyv

bc1qakvqqumpv88f2t92mvxp
43lalh0mwzxe3t2gjq

bc1qckse9sz6nq5dfq64m7xyl
psxe8yev7e9suhx85

cfb0cb48fde8a987ab9aa9514
687733a7b3e135d39c5de4e2

9ff9f5f7f691581

ef17c67368e404ed667bfa784
65e4a75f64d3d77bb26fc511e

5700f8e83ecb58
3a221752e50be8ffa904e4e9d
ff30cc86e5a297cc6f6279e61c

7039789faf046

ad26c68f4ec83b3cb36b7184c
cb8e72d164a62d709649dd2a

6b64ca1e86a3948

bc1qayl73nv5jfrthf6uwlk7ml0
l8sf3e0hq39lvym

Example: Mixer – ChipMixer.com

Avalanche 
Bridge

9

https://www.blockchain.com/explorer/transactions/btc/4d66afd73613b7c3ce3174adb665f59eae0793fa4cc5a9176ef7aecfeee1b42a
https://www.blockchain.com/explorer/transactions/btc/c440db6469a6dec92d1912c53da12b4ac956e958d7c54581bd431e8c1d554ace
https://www.blockchain.com/explorer/transactions/btc/20f0fe3aedc9e0acddb8badbaafb08925c29f3dcea6827799e1cdbfa305d760e
https://www.blockchain.com/explorer/transactions/btc/250386e34d9ba194b5c51319940c8b1f78928949d459eaeabe01155a4bc9402a
https://www.blockchain.com/explorer/transactions/btc/cfb0cb48fde8a987ab9aa9514687733a7b3e135d39c5de4e29ff9f5f7f691581
https://www.blockchain.com/explorer/transactions/btc/ef17c67368e404ed667bfa78465e4a75f64d3d77bb26fc511e5700f8e83ecb58
https://www.blockchain.com/explorer/transactions/btc/3a221752e50be8ffa904e4e9dff30cc86e5a297cc6f6279e61c7039789faf046
https://www.blockchain.com/explorer/transactions/btc/ad26c68f4ec83b3cb36b7184ccb8e72d164a62d709649dd2a6b64ca1e86a3948
http://www.cryptoleaks.info


ChipMixer.com, a mixer used by North Korea government hackers and Russian spies to funnel funds extensively 
through the Avalanche bridge

• Cybercriminals' crypto platform ChipMixer seized in international operation
• Link: https://www.reuters.com/technology/cybercriminals-crypto-platform-chipmixer-taken-down-says-

europol-2023-03-15/

• Crypto ‘Mixer’ Laundered $700 Million For Customers, Including Russian And North Korean Spies, DOJ Says
• Link: https://www.forbes.com/sites/thomasbrewster/2023/03/15/us-shuts-down-crypto-mixer-chipmixer-

used-by-russian-and-north-korea-spies/?sh=9f6077657215

Mixer – ChipMixer.com
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https://www.reuters.com/technology/cybercriminals-crypto-platform-chipmixer-taken-down-says-europol-2023-03-15/
https://www.reuters.com/technology/cybercriminals-crypto-platform-chipmixer-taken-down-says-europol-2023-03-15/
https://www.forbes.com/sites/thomasbrewster/2023/03/15/us-shuts-down-crypto-mixer-chipmixer-used-by-russian-and-north-korea-spies/?sh=9f6077657215
https://www.forbes.com/sites/thomasbrewster/2023/03/15/us-shuts-down-crypto-mixer-chipmixer-used-by-russian-and-north-korea-spies/?sh=9f6077657215
http://www.cryptoleaks.info


Avalanche Bridge receives Bitcoin, Tether, Dai Coin and wrapped Bitcoin worth USD 95,962,895 from sanctioned 
wallets

Avalanche 
Bridge

BTC 2,586.4523 
USD 59,420,000

DAI 10,355,000 USD 
10,350,000

USDT 268,830.5 USD 
268,895

WBTC 482
USD 25,924,000

Sanctions

11
*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


OFAC SDN 
Lazarus Group 

2019-09-13 
1HwSof

1HwSof6jnbMFpfrRRa2jvydYd
opkkGB4Sn

bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

bc1qec2x3nc97ss95q5ehl6m
wtjm56ngr67f3r29qe

bc1qgl0x6t76u7pk03n5ts2fvwc
7mv2tmmm2w6k8wu

bc1qxu8l2us5karhy7keg95cv7
jjcq9dmunzpd6gx0

bc1qghexkrjc92lv2z6ekdvxw7
fkq804646h2f7net

bc1qexpq6x2ya9xu4xwfceak6
yesgcnk0lghxfzq7l

bc1qng9y5n3sk3hgjmyug96sj
c9razk73639yk258a

bc1q5a9muau33xqhnfvdu725
tpvvghh92vc8qwkg28

bc1q39mkwd6v8c7vvxyke2ltc
e4q6zg09qevhr6p7l

f74c5984bdb8690ccf6b34154
b035d846519b7a8f247fbc441

39ba27cd0477fb

99224203685999be0e90920d
59f9e9a517835f96d6e11fe79

ab30fef764bc4be

ab8f1cc9d9925d6693787ddb
4a4f99498fff6831f1b85916f4

4903f5cc2bc848

745cdc5133240a565a84c697
8772566de9d5910eb5fba8ee

e1bb2c81471faa7a

1c33e3f6f023f89ff6e79a8c96
ae6774f848fd547c992cd30cc

a05db9b58e94b

770d6756245f3c57c02b31b5
37f870cdf4f05a7e7995d47a2

d1d4130165d91e7

91c8ee736a7f175f98fb1efd45
28fc687c7de51cfc592b9ccfe5

0cc5833e1324

390f36373eea9d5496a14edfe
771cea556d02f6ff98e9d0f8fe

51436e9c846a8

66ac7936da81108d33b185e1
24cb8b8f58956a8969f799237

ddcd4ec012509f3

OFAC SDN 
Lazarus Group 

2019-09-13 
3F7tUG

3F7tUGLP6xeuxJ7oqPaJZzxjZ
U4DbkyH87

19d1pU3tFNnunjKhCAnY2hRa
CS4Vcq62cr

bc1qpyvyyq629l88nt39kc97jd
gmgmhnle07alu8tw

82c15485dfa1a9eea836a5853
12d5e9e77d3379f10549141a

ea948769a7ba35a

eed65dc2982cf604148f3a00c
3653fcf4698e24b69eb70c5c5

0188a2c8f5652f

930fba915cd643964ef9b9632
486b7b6c9cb6ec2ea8fe771f3

95ba08a6d52888

OFAC SDN 
Lazarus Group 

2019-09-13 
bc1qn9

bc1qr4psxz0mud9qhtv9yvhr0
kwrdeh8hlp5qff276

bc1qvcn8mshgukp6mada2zef
4much92430qxnqyj7d

38atAisvqBnuohFf1P2CjmAab
WWdaazqhr

37qRvEEWBhfyNuFrYUyWRkT
atgS5fUyGNX

bc1q5maqc9mdvpwsk0jjqhre
axvcccxf9ku664s5le

daed4e9ce194621fab74c3b19
3b753d4f13a223e6796e0148

e8d5b34af8429d8

898572a756a8e38d28543409
bd4ad20acbd85838a24a5f91

1777a0ff6ed6559a

8870f52e19068c6cc3fa4cdc5a
444eb15f2289c564c7071f4b5

6524b6ce6238e

62533dcbeee37a4e9b07f409
2cf55048f67acc1b1957208f99

c623efe14ff537

OFAC SDN 
Lazarus Group 

2019-09-13 
185Nxh

185NxhFAmKZrdwn9rVga3kq
bvDP4FkbTNw

1C33PAiEe8662NtwW2v3WZz
iTBCmtHjKBN

1B18brGoJ6ZqWhd5J78teTAd
NK2YFWLY8o

bc1qkllqutd0pqyzgshn00cam
3fnnj4lj7glp4ag03

bc1qhjh96y2rq9trk0e59xcvp6
yhvaecka83lsewrz

bc1qqjzpkrwwlgy7l76ng0ua9s
nsvh688jkg6l542g

bc1qcuyhr98wc95fyd0q2dhx0
sn7svj4guslhqavlu

6f29aaf3735ec63041816f4e3
3765e56e3ad1b48b5f7e38b2

2bf8b38717f448c

e7733ad1e93fec77ccd22fb99
8767fc24e78db0b39254d122f

cf020267364cd8

3f83ef340f61f6c7e88b303379
20483b0d7d9ff18baa05039b3

4a2507f0f83b4

38200c06f2ad582da4595d56
dfc1220962727da6928ecf14c

4c72ea36a6011b2

f6a8e6f5636bfcfa9d63d9ae42
1d4133eb6cc7fd6449692b68

85c7d9f323d53f

9240818d62c440bdb25da0cd
07c5641cdb6b11ff8698a4be4

6e61ab26a41ea25

OFAC SDN 
Lazarus Group 

2019-09-13 
15FcqY

15FcqYRbwh2JsRUyBjvZ4jJ2X
AD3pycGch

18fPjXb622LApvuaoSRr7cjB1
wFgaS5q7A

19kWDy5xt2rtJ7FtHAipmkk4t
fpaw3AKu8

bc1q7gxp2qf95aplhusz3pstay
drnkgzkqv0vs07hw

bc1qr3va97yy7p6wx03f3k93g
uw5l2kkx9fqkrk2a9

bc1qvztp0sh7zumj5j77w3pny
32c4z8s7mehzqph2w

bc1qrueexc7l450htftssefaem
5fkyg2jk6cwsv0l3

bc1q3nqu0gdap64pp5ytcrs8z
y2rgvrnx2lkn67qvy

bc1qn6lwtf62raq0mq4gdzh4l
72wahnfctwn4n4zew

82d516ce09fbb9927c32df559
c8c5150786859283b690ec38

1b9a62fdf8f6ba6

2fa06e52ade0cdcbd6d23d4ec
7cd57031f092956231170b9c4

9bc560f7c9a900

461e0c6b5eb6e2b72b4d17eff
01dbaba0d4121f5c1ae6ecc7f

5a5f896b4f41ee

5d64ea0752999933395f3ddd
a7d591e1afb5a79444128f9fbf

ab3d1b4bb84e44

768ae054476e470f4fe1e9fff9
c3335579085421bb4fb3e4a9

04fac2ece82178

ffd461eb3627b88d3094ce3dc
f288a152f25404ad249691083

891341748def98

8da0f9c5bdabd9d801473f189
281a48d60fede11919de21af9

d1cd1b6716ca7a

f84abd970e16627024582215
a53051934416473a3b4ca491

4335f9f453acf1cc

65c2e7667e3cf5c9c7e242c5f
8c6df9afa42d926384f38d21d

28e615d2c3c4d6

c2f7a56fd908fce467fe16bc50
c53b6ef3471c7f53039db7276

ebe026e44d5c2

433704569c796981f4fb220ba
8ca6c7363ccd696fc15e4e20e

6a37e539595f54

OFAC SDN 
Lazarus Group 

2019-09-13 
3JV2zx

3JV2zxGYRRBohUvYcdcUdTvK
jk6NVrwZhr

3Ne46F5auRqqmwpbhdkC3L
4DuexMqu3q4U

bc1q39nqz9whcmzyx6lfq2zx4
26nt9lnaefzkw7m7e

52f4f67b8a69ca87ac35c2ee7
20c1f003b78102ff032b50cfbc

4416ca79e5423

6620d32079f63791bb19ab95
d445043cd0e3e62b504898fa

89e1dacb21b0de2e

9b98b095ebffcd658d4ccd5cb
a32af6aec421bdbb1951eb24

1eb3aa77bdc4bb9

Example: Sanctions

Avalanche 
Bridge
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https://www.blockchain.com/explorer/transactions/btc/f74c5984bdb8690ccf6b34154b035d846519b7a8f247fbc44139ba27cd0477fb
https://www.blockchain.com/explorer/transactions/btc/99224203685999be0e90920d59f9e9a517835f96d6e11fe79ab30fef764bc4be
https://www.blockchain.com/explorer/transactions/btc/ab8f1cc9d9925d6693787ddb4a4f99498fff6831f1b85916f44903f5cc2bc848
https://www.blockchain.com/explorer/transactions/btc/745cdc5133240a565a84c6978772566de9d5910eb5fba8eee1bb2c81471faa7a
https://www.blockchain.com/explorer/transactions/btc/1c33e3f6f023f89ff6e79a8c96ae6774f848fd547c992cd30cca05db9b58e94b
https://www.blockchain.com/explorer/transactions/btc/770d6756245f3c57c02b31b537f870cdf4f05a7e7995d47a2d1d4130165d91e7
https://www.blockchain.com/explorer/transactions/btc/91c8ee736a7f175f98fb1efd4528fc687c7de51cfc592b9ccfe50cc5833e1324
https://www.blockchain.com/explorer/transactions/btc/390f36373eea9d5496a14edfe771cea556d02f6ff98e9d0f8fe51436e9c846a8
https://www.blockchain.com/explorer/transactions/btc/66ac7936da81108d33b185e124cb8b8f58956a8969f799237ddcd4ec012509f3
https://www.blockchain.com/explorer/transactions/btc/82c15485dfa1a9eea836a585312d5e9e77d3379f10549141aea948769a7ba35a
https://www.blockchain.com/explorer/transactions/btc/eed65dc2982cf604148f3a00c3653fcf4698e24b69eb70c5c50188a2c8f5652f
https://www.blockchain.com/explorer/transactions/btc/930fba915cd643964ef9b9632486b7b6c9cb6ec2ea8fe771f395ba08a6d52888
https://www.blockchain.com/explorer/transactions/btc/daed4e9ce194621fab74c3b193b753d4f13a223e6796e0148e8d5b34af8429d8
https://www.blockchain.com/explorer/transactions/btc/898572a756a8e38d28543409bd4ad20acbd85838a24a5f911777a0ff6ed6559a
https://www.blockchain.com/explorer/transactions/btc/8870f52e19068c6cc3fa4cdc5a444eb15f2289c564c7071f4b56524b6ce6238e
https://www.blockchain.com/explorer/transactions/btc/62533dcbeee37a4e9b07f4092cf55048f67acc1b1957208f99c623efe14ff537
https://www.blockchain.com/explorer/transactions/btc/6f29aaf3735ec63041816f4e33765e56e3ad1b48b5f7e38b22bf8b38717f448c
https://www.blockchain.com/explorer/transactions/btc/e7733ad1e93fec77ccd22fb998767fc24e78db0b39254d122fcf020267364cd8
https://www.blockchain.com/explorer/transactions/btc/3f83ef340f61f6c7e88b30337920483b0d7d9ff18baa05039b34a2507f0f83b4
https://www.blockchain.com/explorer/transactions/btc/38200c06f2ad582da4595d56dfc1220962727da6928ecf14c4c72ea36a6011b2
https://www.blockchain.com/explorer/transactions/btc/f6a8e6f5636bfcfa9d63d9ae421d4133eb6cc7fd6449692b6885c7d9f323d53f
https://www.blockchain.com/explorer/transactions/btc/9240818d62c440bdb25da0cd07c5641cdb6b11ff8698a4be46e61ab26a41ea25
https://www.blockchain.com/explorer/transactions/btc/82d516ce09fbb9927c32df559c8c5150786859283b690ec381b9a62fdf8f6ba6
https://www.blockchain.com/explorer/transactions/btc/2fa06e52ade0cdcbd6d23d4ec7cd57031f092956231170b9c49bc560f7c9a900
https://www.blockchain.com/explorer/transactions/btc/461e0c6b5eb6e2b72b4d17eff01dbaba0d4121f5c1ae6ecc7f5a5f896b4f41ee
https://www.blockchain.com/explorer/transactions/btc/5d64ea0752999933395f3ddda7d591e1afb5a79444128f9fbfab3d1b4bb84e44
https://www.blockchain.com/explorer/transactions/btc/768ae054476e470f4fe1e9fff9c3335579085421bb4fb3e4a904fac2ece82178
https://www.blockchain.com/explorer/transactions/btc/ffd461eb3627b88d3094ce3dcf288a152f25404ad249691083891341748def98
https://www.blockchain.com/explorer/transactions/btc/8da0f9c5bdabd9d801473f189281a48d60fede11919de21af9d1cd1b6716ca7a
https://www.blockchain.com/explorer/transactions/btc/f84abd970e16627024582215a53051934416473a3b4ca4914335f9f453acf1cc
https://www.blockchain.com/explorer/transactions/btc/65c2e7667e3cf5c9c7e242c5f8c6df9afa42d926384f38d21d28e615d2c3c4d6
https://www.blockchain.com/explorer/transactions/btc/c2f7a56fd908fce467fe16bc50c53b6ef3471c7f53039db7276ebe026e44d5c2
https://www.blockchain.com/explorer/transactions/btc/433704569c796981f4fb220ba8ca6c7363ccd696fc15e4e20e6a37e539595f54
https://www.blockchain.com/explorer/transactions/btc/52f4f67b8a69ca87ac35c2ee720c1f003b78102ff032b50cfbc4416ca79e5423
https://www.blockchain.com/explorer/transactions/btc/6620d32079f63791bb19ab95d445043cd0e3e62b504898fa89e1dacb21b0de2e
https://www.blockchain.com/explorer/transactions/btc/9b98b095ebffcd658d4ccd5cba32af6aec421bdbb1951eb241eb3aa77bdc4bb9
http://www.cryptoleaks.info


Lazarus Group, a hacker group controlled by the North Korean government, uses Avalanche Bridge to launder 
money

Avalanche 
Bridge

BTC 2,410 
USD 59,450,200

Sanctions - Lazarus
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*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

OFAC SDN 
Lazarus 

Group 2019-
09-13

bc1q5kzh2w8uqm495nj5q48z
sllqd2agv6gk79f6t8

bc1qvcn8mshgukp6mada2zef
4much92430qxnqyj7d

38atAisvqBnuohFf1P2CjmAab
WWdaazqhr

37qRvEEWBhfyNuFrYUyWRkT
atgS5fUyGNX

898572a756a8e38d28543409
bd4ad20acbd85838a24a5f91

1777a0ff6ed6559a

8870f52e19068c6cc3fa4cdc5a
444eb15f2289c564c7071f4b5

6524b6ce6238e

daed4e9ce194621fab74c3b19
3b753d4f13a223e6796e0148

e8d5b34af8429d8

65c2e7667e3cf5c9c7e242c5f
8c6df9afa42d926384f38d21d

28e615d2c3c4d6

bc1q5maqc9mdvpwsk0jjqhre
axvcccxf9ku664s5le

62533dcbeee37a4e9b07f409
2cf55048f67acc1b1957208f99

c623efe14ff537

Example: Sanctions - Lazarus

Avalanche 
Bridge
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https://www.blockchain.com/explorer/transactions/btc/898572a756a8e38d28543409bd4ad20acbd85838a24a5f911777a0ff6ed6559a
https://www.blockchain.com/explorer/transactions/btc/8870f52e19068c6cc3fa4cdc5a444eb15f2289c564c7071f4b56524b6ce6238e
https://www.blockchain.com/explorer/transactions/btc/daed4e9ce194621fab74c3b193b753d4f13a223e6796e0148e8d5b34af8429d8
https://www.blockchain.com/explorer/transactions/btc/65c2e7667e3cf5c9c7e242c5f8c6df9afa42d926384f38d21d28e615d2c3c4d6
https://www.blockchain.com/explorer/transactions/btc/62533dcbeee37a4e9b07f4092cf55048f67acc1b1957208f99c623efe14ff537
http://www.cryptoleaks.info


The sanctioned North Korean Lazarus Group is known for record breaking digital theft and extortion

• Record-breaking 2022 for North Korea crypto theft: UN report
• Link: https://www.straitstimes.com/asia/east-asia/record-breaking-2022-for-north-korea-crypto-theft-un-

report

• FBI Confirms Lazarus Group Cyber Actors Responsible for Harmony’s Horizon Bridge Currency Theft
• Link: https://www.hstoday.us/subject-matter-areas/cybersecurity/fbi-confirms-lazarus-group-cyber-actors-

responsible-for-harmonys-horizon-bridge-currency-theft/

• Lazarus Group Moves 41,000 Ethereum Nabbed From Harmony Bridge Hack
• Link: https://finance.yahoo.com/news/lazarus-group-moves-41-000-152714600.html

Sanctions - Lazarus
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https://www.straitstimes.com/asia/east-asia/record-breaking-2022-for-north-korea-crypto-theft-un-report
https://www.straitstimes.com/asia/east-asia/record-breaking-2022-for-north-korea-crypto-theft-un-report
https://www.hstoday.us/subject-matter-areas/cybersecurity/fbi-confirms-lazarus-group-cyber-actors-responsible-for-harmonys-horizon-bridge-currency-theft/
https://www.hstoday.us/subject-matter-areas/cybersecurity/fbi-confirms-lazarus-group-cyber-actors-responsible-for-harmonys-horizon-bridge-currency-theft/
https://finance.yahoo.com/news/lazarus-group-moves-41-000-152714600.html
http://www.cryptoleaks.info


Avalanche Bridge receives Bitcoin, worth USD 205,300.5 from dark net markets

Avalanche 
Bridge

BTC 10.9
USD 205,300.5

Dark Net Markets

16
*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

Mega 
Darknet 
Market

bc1q3hdazwm0yllmtm0wz82
elugydwe3v97c2gawd3

0baf6512e87eed31f012502c5
2e140fbadeb71edfe321c5970

96ade07f8b3125

Example: Darknet Markets

Incognito 
Market

bc1qkjcgksdhdpffj4qtcnv2cxl0
qul5jkvrfm67p4

3F75WRXi4Ae2q5M3PUAmH
Xg6eQWn1TqGzJ

bc1qlrtfes9gzlvnnj4pwhr0ger
2w3wg0c4000jfef

e4f2f4980de9f1be439f9d105c72
4e0432f8b11906f7fe620c1e35b

a58ff6e68

5860515523cecb0489ccc2f62
7ed1b1f08681d5c389b21a66

b3c6aec5f3f8947

f21e1ea6a31dfddb0c482d510
f345b5ec501fad4833cfb43a2

bcc1732a7c1f03

Abacus 
Market

bc1qupyq7flxf0x0j8d29r6frg3
sx5yqlvl3tl00l2

3d0d663e582f1814168dc336
e0b49a7623597f2bd0042282

2bc635932f66c012

bc1qsml43yvf7qlkh94zg2x5hq
twl43uz48axrmmdv

bc1qh9q3attz44a5nxnfl4l4pl2
jtvu2cslw8yc9e4

bc1q4e0q752d6w79ztzctgj9jv
9983n8h78j57xsls

bc1q7vslfl8jlfrzcws5jvqy3xe9s
3he7tl4ayme07

ded3aa5938f3467641111430
e8c487f0fa2e94e1e114fb3e9

11e9bf763af62ac

8e664cad6f9b64a832ebbf0c1
b565941ad4a0a59a89a3d9dc

0c2c322e6bea193

b4b3c122800741ec59ddfdd7
86c3c6e2a97cd5c402a18b8b

51ecb45b68d5e02a

b7ae9fba582085723fe1ada12
af7a10eededd648a24722f7fb

1106f78b694f94

1DcUNhhfLyGwupycYoJ6KSZo
ARLjTgj5Af

1CeuEAYhUfvk9GXN1gtTu51h
nUfMzRdfEP

bc1q54cn4gs2pjqxjqqy3cerql
gfc25c6tux0h6z6u

bc1quxn8gxjlywwmd4gjs5ucr
kkv6rp4cswmg6u0zz

c75b152b21e2d6ebd4757efd
8757d15d9e18f74b988f67865

f707cc6a1c7a12d

2f0dad5c0678ba2fb888fe907
2daa771a454ef36ced28c9236

3a84d49b49a027

7a34bfbf1164ca3d2bc8aaed9
aa032bb7715b0f3d9ec12838

32ad32045961c02

3ef402a597b4341bb0537c3c7
a0adcf577da0f0934caebef46

b12c36a57744a4

Avalanche 
Bridge

17

https://www.blockchain.com/explorer/transactions/btc/0baf6512e87eed31f012502c52e140fbadeb71edfe321c597096ade07f8b3125
https://www.blockchain.com/explorer/transactions/btc/e4f2f4980de9f1be439f9d105c724e0432f8b11906f7fe620c1e35ba58ff6e68
https://www.blockchain.com/explorer/transactions/btc/5860515523cecb0489ccc2f627ed1b1f08681d5c389b21a66b3c6aec5f3f8947
https://www.blockchain.com/explorer/transactions/btc/f21e1ea6a31dfddb0c482d510f345b5ec501fad4833cfb43a2bcc1732a7c1f03
https://www.blockchain.com/explorer/transactions/btc/3d0d663e582f1814168dc336e0b49a7623597f2bd00422822bc635932f66c012
https://www.blockchain.com/explorer/transactions/btc/ded3aa5938f3467641111430e8c487f0fa2e94e1e114fb3e911e9bf763af62ac
https://www.blockchain.com/explorer/transactions/btc/8e664cad6f9b64a832ebbf0c1b565941ad4a0a59a89a3d9dc0c2c322e6bea193
https://www.blockchain.com/explorer/transactions/btc/b4b3c122800741ec59ddfdd786c3c6e2a97cd5c402a18b8b51ecb45b68d5e02a
https://www.blockchain.com/explorer/transactions/btc/b7ae9fba582085723fe1ada12af7a10eededd648a24722f7fb1106f78b694f94
https://www.blockchain.com/explorer/transactions/btc/c75b152b21e2d6ebd4757efd8757d15d9e18f74b988f67865f707cc6a1c7a12d
https://www.blockchain.com/explorer/transactions/btc/2f0dad5c0678ba2fb888fe9072daa771a454ef36ced28c92363a84d49b49a027
https://www.blockchain.com/explorer/transactions/btc/7a34bfbf1164ca3d2bc8aaed9aa032bb7715b0f3d9ec1283832ad32045961c02
https://www.blockchain.com/explorer/transactions/btc/3ef402a597b4341bb0537c3c7a0adcf577da0f0934caebef46b12c36a57744a4
http://www.cryptoleaks.info


Avalanche 
Bridge

BTC 21.5
USD 475,500

DAI 242,040
USD 242,025

USDC 968,700
USD 968,400

USDT 8,577,020
USD 8,563,050

LINK 8,030.5 
USD 193,000

Avalanche Bridge receives Bitcoin, Dai Coin, Chainlink, USD Coin and Tether worth USD 10,441,975 from high risk 
exchanges

High Risk Exchange

18

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

Bitpapa.com

bc1q546t3kxth0lzxqlcw83mw
7f4rc5psq8vlhtv2p

bc1q4f66xhhymlewj390pd5yl
2gnjr67973aqgq7yl

bc1qlcgcweccjsf7c9hl3y2cgzt
4kp4lx6mkhjpkla

33e1bcd68269d59b236a1acd4f
92b794dc7aca55ce576ca0a6dd

81944fc75c40

8b0a0b94f1a201904db5a95b
ab9e5557af5d5e149790f173c

0edd7cc671187a8

33Lt5h7QqoRFdbZuBxEEbV81
nSVy7yYv1A

13JiGa9STpXrRnpbRMH8fC2c
HkELe6RNcq

bc1qdwdlxeu7z0tmvphhzf68j
pkjwjuarp5v096pgl

932daa7b384a2e5554d504c3
8d928d5f18a5ed23731b63c9

77fba8381993b5d6

4b021b026f415af5495cb0429
67112e2a32f407edd0e42ad0

4255b7384783a59

db95bb45bbcd83a338ec317e
9432c6f9d909798e0527530f1

626d8227b933dc1

YoBit.net

1MpVEVsEEaRSuERpLCFiFBW
wvPHWkTGVuJ

b6ebb52c3b491eafce4575ab
557b19cf24f71b737cc45c0a3

3dada8513225737

58b732c7fba79ccf0ff2f0fac83
92c579ef7d46ec588fd618c9d

efee0a05c5cd

4f1542e527f3d9db37027039b
48b5c75ec77eded188cb6fe4a

e15eb51586b67f

Example: High Risk Exchange

Avalanche 
Bridge
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https://www.blockchain.com/explorer/transactions/btc/33e1bcd68269d59b236a1acd4f92b794dc7aca55ce576ca0a6dd81944fc75c40
https://www.blockchain.com/explorer/transactions/btc/8b0a0b94f1a201904db5a95bab9e5557af5d5e149790f173c0edd7cc671187a8
https://www.blockchain.com/explorer/transactions/btc/932daa7b384a2e5554d504c38d928d5f18a5ed23731b63c977fba8381993b5d6
https://www.blockchain.com/explorer/transactions/btc/4b021b026f415af5495cb042967112e2a32f407edd0e42ad04255b7384783a59
https://www.blockchain.com/explorer/transactions/btc/db95bb45bbcd83a338ec317e9432c6f9d909798e0527530f1626d8227b933dc1
https://www.blockchain.com/explorer/transactions/btc/b6ebb52c3b491eafce4575ab557b19cf24f71b737cc45c0a33dada8513225737
https://www.blockchain.com/explorer/transactions/btc/58b732c7fba79ccf0ff2f0fac8392c579ef7d46ec588fd618c9defee0a05c5cd
https://www.blockchain.com/explorer/transactions/btc/4f1542e527f3d9db37027039b48b5c75ec77eded188cb6fe4ae15eb51586b67f
http://www.cryptoleaks.info


Avalanche Bridge receives Bitcoin, Dai Coin, USD Coin and Tether worth USD 25,794,500 from illicit actors

Avalanche 
Bridge

BTC 1.01
USD 26,100

DAI 23,970,550 
USD 23,965,000

USDC 1,605,700 
USD 1,605,100

USDT 199,050 
USD 198,300

Illicit Actors

20
*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

DeusPharma
.net

bc1qvn357xj55t3tfjahppsg97j
2sg4ap4wj6vhm6c

Example: Illicit Actor

Leap

1EvDXkDGLUfrnghnYJb2Hkr1
MdNuG8i31U

d6b6c78a3096264f47fafb633
605d2cfb6473b94ac09911fd8

2c52840dd7b757bc1qwnwwtkymhphxsdmytk9qp
k99e32u9edt8t6kyd

6c6b77c9eed65f49f058a1fd9
62f5c48dc5e098c6f78861454

3bbc75d71c8357

bc1q2078xuxrvqnhyne6dm3z
zk3ntzsedulmau2njv

bc1qquehqvye8kvmp2myfxds
p55vetx34zxkvsupr4

bc1qx4tn96z4nyw9fzhyh77y4
ahqkll8yqr0jeapuh

bc1q0pfywgqyfmv9yty7nhx
620420tgzwt63yf8w6u

bc1q9fh4v739h5k9ksx0qeda7
47enw9vqlk584klh0

bc1qtt0dpvecmavzmqk0ny7s
40877vc42323542mzv

50b5925736898b5a9487ab15
b34fa41cbcc85eefa428b13fd

83bdf702d906c0e

bb0ff3022783f158ae5a9b35b
33c3c894c2bf1a44c00e4d20a

61ec9800f755ce

d829c0221b39d067d2a9d47c
2da497645afb7ff45735d23ffb

93290e152971e8

985576e12c8846d4e4c1da59
e091ee0cf6ba48dad079f8c36

720457e30b93b84

d6a79074754f5fbe9aabfee26
70e40441a2135fdb91e2c09e

3e673c2c8134065

fdd3a1ff357568a7e95c7ca1cb
e8cc0cad57ef18c2af72974be

71c22d8c0e0f4

Mixer 
Sinbad.io

40e3ef76a9b515c8d6ac9e3e6
8cddef4101e41ce3f425ebab6

f1cf4ad86119ed Avalanche 
Bridge

21

bc1q9w30nawxudn2yn3e2yn
kr0d24ydn48puaazuvl

bc1qx4tn96z4nyw9fzhyh77
y4ahqkll8yqr0jeapuh

https://www.blockchain.com/explorer/transactions/btc/d6b6c78a3096264f47fafb633605d2cfb6473b94ac09911fd82c52840dd7b757
https://www.blockchain.com/explorer/transactions/btc/6c6b77c9eed65f49f058a1fd962f5c48dc5e098c6f788614543bbc75d71c8357
https://www.blockchain.com/explorer/transactions/btc/50b5925736898b5a9487ab15b34fa41cbcc85eefa428b13fd83bdf702d906c0e
https://www.blockchain.com/explorer/transactions/btc/bb0ff3022783f158ae5a9b35b33c3c894c2bf1a44c00e4d20a61ec9800f755ce
https://www.blockchain.com/explorer/transactions/btc/d829c0221b39d067d2a9d47c2da497645afb7ff45735d23ffb93290e152971e8
https://www.blockchain.com/explorer/transactions/btc/985576e12c8846d4e4c1da59e091ee0cf6ba48dad079f8c36720457e30b93b84
https://www.blockchain.com/explorer/transactions/btc/d6a79074754f5fbe9aabfee2670e40441a2135fdb91e2c09e3e673c2c8134065
https://www.blockchain.com/explorer/transactions/btc/fdd3a1ff357568a7e95c7ca1cbe8cc0cad57ef18c2af72974be71c22d8c0e0f4
https://www.blockchain.com/explorer/transactions/btc/40e3ef76a9b515c8d6ac9e3e68cddef4101e41ce3f425ebab6f1cf4ad86119ed
http://www.cryptoleaks.info


Avalanche Bridge receives USD Coin and Tether worth USD 298,980 from scammers

USDC 102,400 
USD 101,930

USDT 197,200 
USD 197,050

Avalanche 
Bridge

Scam

22
*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


0x8EB8a3b98659Cce2904028
93d0123abb75E3ab28

Example: Scam

0x889c2a884bda204f07bae0c
f8846c439a5516cd372f1796d

6a3f69e6b8160595

Freeway.io

0x5C00ce732716e6B2E6a305
D60d1171c94Fb68194

0xb8788CC26E38C6563e392C
96D86313237b327B69

0x70031213C95DeECfa44a6C
438BcA25134A292eef

0x529a88a02228007CB0690E
3ee0B23D8d2805a21b

0x805D65Db7F4B532B9dE0c3
08f8ee41dA25eAc065

0x63d6287D5b853cCfedbA12
47fBEb9a40512F709A

0x8b69c89ba37c33d7b55919fb
54bba9d27ae7331a80be0398a7

7d0f845cb861f5

0xa33236991d3a314128fc86f
becaa3471add5cd2a22c2e42

0166a5ca1036368bf

0x5bdc7b66a36ebd6ba86a59
a8ae44145f9e16849e03cfb67

93528fc82085a1f43

0x943e7e3f1685b60f5a265d5d
ecdbe786497aba6aeec46dea1b

c738e578aba380

0x76db87cf9324f07aa064eef
8f0dd8f2a6cf7eb44533fca132

23c0002db8e1af5

0x75dda2c392c08e4c7e7e85d
40a995a6e471b3758ca998722

3d0a33e887f3990e

0xf93b3305C24F39FB0A645f9
3CA551E47DC6C50b1

Avalanche 
Bridge
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https://www.blockchain.com/explorer/transactions/eth/0x889c2a884bda204f07bae0cf8846c439a5516cd372f1796d6a3f69e6b8160595
https://www.blockchain.com/explorer/transactions/eth/0x8b69c89ba37c33d7b55919fb54bba9d27ae7331a80be0398a77d0f845cb861f5
https://www.blockchain.com/explorer/transactions/eth/0xa33236991d3a314128fc86fbecaa3471add5cd2a22c2e420166a5ca1036368bf
https://www.blockchain.com/explorer/transactions/eth/0x5bdc7b66a36ebd6ba86a59a8ae44145f9e16849e03cfb6793528fc82085a1f43
https://www.blockchain.com/explorer/transactions/eth/0x943e7e3f1685b60f5a265d5decdbe786497aba6aeec46dea1bc738e578aba380
https://www.blockchain.com/explorer/transactions/eth/0x76db87cf9324f07aa064eef8f0dd8f2a6cf7eb44533fca13223c0002db8e1af5
https://www.blockchain.com/explorer/transactions/eth/0x75dda2c392c08e4c7e7e85d40a995a6e471b3758ca9987223d0a33e887f3990e
http://www.cryptoleaks.info


Avalanche 
Bridge

BTC 3,032 
USD 72,895,300

USDC 2,269 
USD 2,266

WETH 31.05
USD 94,050

WBTC 5.02
USD 283,995

Avalanche Bridge receives Bitcoin, USD Coin, wrapped Ether and wrapped Bitcoin worth USD 73,275,611 from 
stolen funds wallets

Stolen Funds

24
*All displayed amounts are verified, additional suspicious transfers are being investigated.

http://www.cryptoleaks.info


bc1q2f0tczgrukdxjrhhadpft2f
ehzpcrwrz549u90

Stolen funds 
2

bc1q25m7j9dnkvtw6mdrwhwh80
40yd55lrp2psfwd3

f8bef9e1470db43981ea7c696
95bc61defd32638dcbec9d76f

72fd63b63fdd42

1Aq9puGtBQ8ULLAyZMiewgJ
YttrY8NZ5sr

bc1qq0mpr5l77czefg8jwvdvcr
qttx33uejpsdd6wl

6120355b77585f03a42823082c6
49aa1e7497110dd830857b8b93

6a726aee30b

f95ee956befb2052489fc64eb
b4cee6764ceb9b28910458ed

a84881e71012df5

bd8617e9835877d3aaba81ae
93664bdda351ceda95bd861f

601a376f0e9b15d7

Stolen funds 
3

3Gc1fS3KkbvqyxPZr6PHjnmCx
ghbD8WqME

Stolen funds 
4

bc1qhugf3wx3t677y2qeukufa
ssutvqzv9nw7rcwlg

Stolen funds 
1

3NKrhuWdFXG1GtMZqPvjass
HPgFjWbzMEm

1F5ff4cGdSTyDqH2TeqpYuKg
5yCs3h1Jqs

bc1qke80zruyrxp4fa9p8z7t22
x9hrvp2ljln0ap0y

673cf6b70ee9316624bda521
012b0983d88164e147af7c34

a85d7254e72ab588

1626f5b92a1939f942e418165
9f60867c195c9466e424586eb

f5909193a0da94

3QCBzgnvF48pE6o3JHBG1x4z
WAWv4jx1Q3

40910307e7fd6f2c40378cf60
be129a6bad5f2ddc1cb56cfc4

837f2bf6a75faf

c4fd2d5dfcbb5f8f8745c476a4
61f8b88e8f4a58117987d097d

b10895013083f

bc1qlzlrrxx2dsx4wz5xqhffmd
7ddduls9j3vry6w9

bc1qtdy6fyuw7xxf92we6zdr7
2026499k249jkvcek

bc1qwp2jp0c7puzsyvnlgax2g
7cceul6zy9kj79nqg

bc1q9axps67kncchvhhenxvey
sffs2fafz69xj6yj0

bc1qs6q7yvy8el4uy77aaqf
3splfqjq3yy6ge4tp5h

bc1qr3w06vs5w3k477d79ef2
789v27dev2vs5a6ae0

bc1qx6hwcjnc82zuyvh45v3zn
euy879kkh835l9r5m

82f0c19133d064c0e0804d46
d3e8b2f9f6faa8a41e8907068

239e8c74834e467

81415521e9cebad947a4f94c8
6ac1f247881662f05438e0d7e

0590fe2a1d5c6a

9c68db46385002b20ddbbebf
f987e6f5d6c10cf8d56910684

65e063e553cbf7e

235c3b1252ab06f4ed4ba7c70
b4eae4ce56c79b86aab6b075

c29a0824605c917

997dd685bd345437f203f8553
0691b06352403ddd5f48a887

167af80daaa3fc1

46b4a0604c54def1340df0fb5
b7409fd5d91b057abf990ab6f

8d6ffd821dd83b

31fa9b72361465482b22ecaec
84c623149adb09135ea5f90cf

38282905ce4c7d

Mixer 
Sinbad.io

a8835ce865c29ca004c4c1a7c
f15904f948862a117612f638e

3f6a217bbfde4b

Example: Stolen Funds

Avalanche 
Bridge
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bc1qagscfu92uum8f284yg
m3dcrtvrggdlfzx4lk00

https://www.blockchain.com/explorer/transactions/btc/f8bef9e1470db43981ea7c69695bc61defd32638dcbec9d76f72fd63b63fdd42
https://www.blockchain.com/explorer/transactions/btc/6120355b77585f03a42823082c649aa1e7497110dd830857b8b936a726aee30b
https://www.blockchain.com/explorer/transactions/btc/f95ee956befb2052489fc64ebb4cee6764ceb9b28910458eda84881e71012df5
https://www.blockchain.com/explorer/transactions/btc/bd8617e9835877d3aaba81ae93664bdda351ceda95bd861f601a376f0e9b15d7
https://www.blockchain.com/explorer/transactions/btc/673cf6b70ee9316624bda521012b0983d88164e147af7c34a85d7254e72ab588
https://www.blockchain.com/explorer/transactions/btc/1626f5b92a1939f942e4181659f60867c195c9466e424586ebf5909193a0da94
https://www.blockchain.com/explorer/transactions/btc/40910307e7fd6f2c40378cf60be129a6bad5f2ddc1cb56cfc4837f2bf6a75faf
https://www.blockchain.com/explorer/transactions/btc/c4fd2d5dfcbb5f8f8745c476a461f8b88e8f4a58117987d097db10895013083f
https://www.blockchain.com/explorer/transactions/btc/82f0c19133d064c0e0804d46d3e8b2f9f6faa8a41e8907068239e8c74834e467
https://www.blockchain.com/explorer/transactions/btc/81415521e9cebad947a4f94c86ac1f247881662f05438e0d7e0590fe2a1d5c6a
https://www.blockchain.com/explorer/transactions/btc/9c68db46385002b20ddbbebff987e6f5d6c10cf8d5691068465e063e553cbf7e
https://www.blockchain.com/explorer/transactions/btc/235c3b1252ab06f4ed4ba7c70b4eae4ce56c79b86aab6b075c29a0824605c917
https://www.blockchain.com/explorer/transactions/btc/997dd685bd345437f203f85530691b06352403ddd5f48a887167af80daaa3fc1
https://www.blockchain.com/explorer/transactions/btc/46b4a0604c54def1340df0fb5b7409fd5d91b057abf990ab6f8d6ffd821dd83b
https://www.blockchain.com/explorer/transactions/btc/31fa9b72361465482b22ecaec84c623149adb09135ea5f90cf38282905ce4c7d
https://www.blockchain.com/explorer/transactions/btc/a8835ce865c29ca004c4c1a7cf15904f948862a117612f638e3f6a217bbfde4b
http://www.cryptoleaks.info
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